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Information Governance is everybody’s responsibility. It is a legal and moral obligation for each and 
every one of us, to safeguard the information that we hold and use during the course of our work. 

As an NHS healthcare provider, we are in a position of privilege in terms of the level of access to 
information we hold, which includes: 

• Personal information – information that 
identifies individual people – both for our 
patients and our staff 

• Sensitive information – information that is 
relevant to an individual person – such as 
health conditions, employment and payroll 
details 

• Commercial information – information 
about the organisation  

We cannot avoid our need to use data and 
information. It is an essential component of our 
ability to function and deliver our business, and because of this, the importance of using information 
appropriately, safely and securely, without an abuse of our access, cannot be understated. 

Information Governance Training is a statutory annual requirement, and is delivered through the  
on-line learning platform Evolve. In spite of this, we as an organisation continue to see information 
governance breaches and whilst the majority of these are genuine mistakes there are, sadly, cases 
where people have deliberately accessed information that they do not have the right to use.  
Malicious or accidental, any breach of information governance legislation must be taken seriously and 
reported as an incident on the Datix system.  

The Information Commissioner’s Office is the regulator for all matters regarding data protection and 
we are duty bound to report to them cases. They review these to ensure they are satisfied we are 
taking steps to reduce the number of breaches that occur, but they also have the ability to apply legal 
sanctions – fines for both the organisation and the individual if access has been malicious, and even 
have the power to refer us for criminal investigation. 

This special edition of Clinical Quality Matters looks at different elements of Information Governance  
how we take care of sensitive data. 

We’ll be looking at the frameworks and the key legislation we all have to work with, and vitally, the 
different kinds of data risks, and the consequences of breaches.  

We all work with data every day, so it’s important that we are all aware of the ways which we are 
required to safeguard the information we hold.  
 
What can you do to help? 

• Complete your statutory Information Governance training annually 

• Never access any information that you do not need to use for your role 

• Report via Datix any potential breaches in Information Governance – and participate openly in 
any investigation 

• Adhere to information security principles such as password control, locking computers, 
appropriately storing documentation to prevent inappropriate access 
 

Emma de Carteret Head of Governance 
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 Information Governance –  

What you need to know 

 

Part 1: Governance in the UK  

 

The Information Commissioners Office (ICO) is The UK’s  
independent authority set up to uphold information rights  
in the public interest, promoting openness by public  
bodies and data privacy for individuals. They provide  
information and advice of the handling of data for individuals and for organisations.  

Part of the role of the ICO is to improve the information rights practices of organisations by  
gathering and dealing with concerns raised by members of the public. 

All organisations that handle personal data must be registered with the ICO. Data may be  
recruitment records, medical records, or lists of names of people that attend events where that 
includes their address or email address or telephone number.  

Where certain types of breach of the General Data Protection Regulations (GDPR) occurs, the 
organisation has a responsibility to report that breach to the ICO within 72 hours of becoming 
aware of the breach. The organisation must also keep a record of such breaches and the actions 
they have taken, even where the breach did not meet the threshold for reporting.  
The organisation must also inform individuals that their data has been compromised, especially 
where the breach relates to sensitive data – for instance their confidential medical details.  

Incident reports which relate to data are reported to the ICO separately to any other element of 
the incident. 

Failure to report breaches of regulation or breaches of large amounts of data due to poor  
practice or negligence can result in fines. For example, the ICO fined a telephone company  
£100,000 for sending over 2.5 million direct marketing messages to its customers without 
consent. 

Due to the timeframe for reporting to the ICO, it is very important for staff to report any incident 
relating to information as soon as it occurs or as practicably possible. 

If you are unsure as to whether it is a breach, the Information Governance team are able to  
answer any queries and can be contacted at InformationGovernance@eastamb.nhs.uk 

The role of Data Protection Officers 
The GDPR introduced a duty for a public authority or body, or if you carry out certain types of 
processing activities to appoint a data protection officer (DPO). 

DPOs assist in monitoring internal compliance, inform and advise on data protection obligations, 
provide advice regarding Data Protection Impact Assessments (DPIAs) and act as a contact point 
for data subjects and the supervisory authority. 
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DPOs help demonstrate compliance, hold managers and executives to account and monitor the  
management of incidents and the implementation of action plans. 

If you have any concerns or queries for the Data Protection Officer, contact Emma Sears at 
DPO@eastamb.nhs.uk 
 
 

Part 2: The legislation  

Everyone is bound by the following legislation: 

• Data Protection Act 2018 

• General Data Protection Regulations 

• Freedom of Information Act 2000 

You may not know it, but it is a legal obligation to follow the above laws. 

 

Data Protection Act 2018 and the GDPR 
The Data Protection Act (DPA) 2018 controls how personal information is used by organisations, 
businesses and the government. Anyone who collects information on individuals for any reason  
than your own personal information (including family or for household purposes) will need  
to comply with the law.   

The Data Protection Act is the UK's implementation of the General Data Protection Regulation 
(GDPR).  

Data protection is about building trust between the individual and the Trust who hold their data.   

There are six data protection principles which everyone must follow for personal data:   

•  used fairly, lawfully and transparently  

•  used for specified, explicit purposes  

•  used in a way that is adequate, relevant and limited to only what is necessary  

•  accurate and, where necessary, kept up to date  

•  kept for no longer than is necessary  

•  handled in a way that ensures appropriate security, including protection against unlawful  
   or unauthorised processing, access, loss, destruction or damage  

For more sensitive information, there is stronger legal protection. 

The DPA 2018 follows the GDPR maximum amount an organisation can be fined. Failure to comply 
with the principles may leave you open to substantial fines.  

 

 

 

mailto:DPO@eastamb.nhs.uk
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GDPR 
The General Data Protection Regulation (GDPR) came into effect on 25th May 2018 and sits alongside the 
Data Protection Act 2018 to implement data protection laws in the United Kingdom.  
The GDPR sets out key principles, rights and obligations for processing personal data.   
If an organisation or Trust is covered by the DPA 2018 then you are likely to also be subject to the GDPR.   

Personal and sensitive personal data is covered by the GDPR.   
Failure to comply with the principles may leave you open to substantial fines.  
Article 83(5)(a) states that infringements of the basic principles for processing personal data are subject 
to a fine of up to €20 million, or 4% of your total worldwide annual turnover, whichever is higher.  
 

The public have the right to access 
The right to access is commonly referred to as subject access and is provided by both the DPA and GDPR. 
It allows individuals the right to acquire a copy of their personal data, so individuals can understand how 
and why their data is being used by the Trust.   
  
A subject access request can be made to the Trust verbally or in writing (this includes via social media) 
and reference to the act need not apply. If you think you have received a subject access request (either in 
writing on via the telephone) please email the team on SARS@eastamb.nhs.uk as soon as possible so the 
team can process the request.   
  
The Trust has one month of receipt of the request to respond, unless the request is complex, then we can 
extend the time frame for completion by an extra two months. ID must be requested to ensure the Trust 
releases data to the correct data subject.  Clarification can be asked if the request is unclear or undefined, 
this helps the team reduce the size of the request and help the data subject find the information 
required.   
 
There are several exemptions that the Trust can rely on if information cannot be released to the data 
subject. However, the SAR and IG team will review the information and decide if the information should 
be withheld. 
 
You may believe that adding the word ‘Confidential’ in an email will stop this from being released.  
This does not provide an absolute protections against being released, it will just mean it will be 
reviewed carefully to check whether information can be released or withheld from the data subject.   
 

Freedom Of Information (FOI) 

The Freedom of Information Act 2000 enables people to access documents and other information about 
public authorities. It is governed by the Information Commissioner’s Office, which also monitors 
compliance with the Data Protection Act 2018 and the Environmental Information Regulations 2004. 
 
The aim of the Act is to promote greater transparency and openness of public authorities by answering 
requests for information from and about public authorities. The Act does not cover information that is in 
someone’s head.  
 
When a FOI request is received, you are only required to provide information you already have in 
recorded form. You do not have to create new information or find the answer to a question from staff 
who may happen to know it and is not written down. 
 
 

 

 

mailto:SARS@eastamb.nhs.uk
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The FOI Act is applicant blind. This means everyone has the right to ask and receive information about  

the Trust, and all requests should be treated equally. As requesters are treated equally, information 

should only be disclosed under the Act if you would disclose it to anyone who asked.  

 

Remember, this information will be released to the public and be added to the Trust’s Disclosure Log 

(available on the Trust’s external website). The disclosure log holds all the Trust’s most recent responses 

to Freedom of Information requests.  

 

Time limits 

The Act obliges us to answer requests 

promptly and within the time limit, which is 

20 working days.  

The ICO states that authorities should see the 

20 working day limit as a ‘long stop’ – the 

latest possible date on which a response can 

be sent.  

 

If a request is unclear or undefined the Trust 

can ask the requester for clarification. If you 

do receive a request from the FOI team, and it 

requires clarification, please let the team 

know as soon as possible. When the Trusts 

receives the necessary clarification, only then 

will the 20-working day clock will start.  

If you receive an email requesting 

information, please forward any requests to 

foi@eastamb.nhs.uk  

 
The Information Commissioners Office (ICO, 
https://ico.org.uk/) is the supervisory 
authority for data protection within the UK.   
If the Trust breaches the legislation above, the 
ICO will investigate and review the Trust’s 
response. The ICO publishes decision and 
enforcement notices on their website.  
 
 

Focus on the principles: lawfulness,  

fairness and transparency 

The Data Protection Act 2018 introduces seven principles 

which lie at the heart of how the Trust manages personal  

data: 

• Lawfulness, fairness and transparency 

• Purpose limitation 

• Data minimisation 

• Accuracy 

• Storage limitation 

• Integrity and confidentiality (security) 

• Accountability 

 
Lawfulness, fairness and transparency 

The Trust must identify valid grounds or a ‘lawful basis’ for 
collecting and using personal data. There are six lawful bases 
and consent is one of these.  
Unlike the previous legislation, consent is not the preferred 
lawful basis when  
processing data, particularly in relation to employee/employer 
information.  
If you are unsure why the Trust is processing data, please check 
with the IG team. 

Personal data should be handled fairly, this means it should not 
be processed in a manner that is unduly detrimental, unex-
pected or misleading to the data subjects.  

The Trust should be clear, honest and open about how  
information is handled. The Trust has a privacy notice on our 
website about how we manage personal data  
within the Trust. If you are asked a question about how the 
Trust is managing personal data and you are unsure, please 
check with the IG team. 

mailto:foi@eastamb.nhs.uk
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Information Governance and the role of the CIO 
By Stephen Bromhall – Trust Chief Information Officer 
  
My role as a Chief Information Officer (CIO) requires me, every day, to carefully consider the 
information we hold in our environment, how it is used and how secure it is.  

As CIO, I am responsible for the 
management, implementation and 
usability of our digital information 
and computer technologies.  
With the need to comply with 
various types of data protection 
legislation we have in the UK, a 
core component of my role is 
working closely with the 
information governance team, to 
ensure that the technology we use 
keeps our information safe and 
secure,  
 
Our organisation is like every 
other, with a Senior Information Risk Owner (SIRO) who coordinates with the various information 
governance stakeholders to work as a virtual team.  If we get it wrong, we end up with a 
fragmented implementation and immature information governance processes. This can result in 
loss of information and data breaches of individuals’ confidentiality, as well as sensitive corporate 
data potentially being used inappropriately. Cyber security is an ever-increasing threat in our digital 
world and is a core area of focus as we transition towards our digital strategy ambition, providing a 
modern technology infrastructure that supports our staff to deliver the best possible care to our 
patients. 
 
I regularly meet with Kevin Smith, Director of Finance and Commissioning and the Trust’s SIRO and 
Emma de Carteret, Head of Governance and other executives, coordinating our efforts and aligning 
them with best practice in information governance. We take it very seriously to protect our patients 
and our staff. 
 
As an example, through the use of MS Teams we are much more able to control who uses data, 
when it is used and what is done with the information. This enables the information governance 
team to coordinate our activities and develop a project roadmap that will deliver a strategic process 
and cost synergies. 

At the executive level, I see far more opportunities to achieve these benefits throughout the Trust. 
As a result, we are making faster and more significant progress toward information governance 
maturity. We know that information is now an organisation’s most vital asset, but ‘having it’ is not 
the same as using it effectively and protecting it in a compliant way. 
 
Only a mature information governance programme can optimise information access while 
minimising compliance and security risks, and the only way to ensure steady progress toward 
information governance programme maturity is with a focused, hands-on executive at the helm.  
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GDPR and the Computer Misuse Act  
Adapted by Dean Ayres, GDPR Implementation Lead, from an original article by 

Hausfeld LLP - Sara Berger and Duran Ross 

 

Historically, the Computer Misuse Act (CMA) 1990 has been used, as one might expect, in cases 

concerning computer misuse such as computer hacking or industrial terrorism. More recently, however, 

the Act has been applied more widely to prosecute instances of data misuse. In the era of significant 

financial penalties under the GDPR, the added prospect of criminal sanctions under the Act should lead 

organisatons to take particular care to ensure data is obtained from computer systems in an authorized 

manner. Conversely, in light of COVID-19, with reports of fraudsters taking advantage of the situation to 

commit cyber-crimes, the added layer of recourse may act as a welcome safety blanket. 

 

Offences under the Computer Misuse Act 

The Act covers several criminal offences including unauthorised : 

• access to computer material 

• access to a computer system with intent to commit or facilitate the commission of further offences 

(for example, theft, blackmail or fraud) 

• acts with intent to impair, or recklessness as to impairing, the operation of a computer system 

• acts in relation to causing, or creating a significant risk of, serious damage of a material kind to a 

computer system 

It also includes making, supplying or obtaining articles for use or to assist in the commission of any of 

the above offences. 

The Act’s provisions are expansive: they do not draw a distinction between ‘data’ and ‘personal data’ as 

the GDPR does. The key factor in determining whether an offence has been committed is the misuse of a 

computer system in itself.  This contrasts with the GDPR where the key factor is the type of data that has 

been accessed. 

 

Evolving approach 

Traditionally, the Act was used to criminalise plainly criminal acts relating to the misuse of computer 

systems. More recently, however, it has been used to criminalise the unauthorised access of personal 

data. In R v Workchain Limited [2019] EWCA Crim 1422, the Pensions Regulator brought criminal 

proceedings against employment agency Workchain and its directors under the Act following their 

unauthorised obtaining of confidential pensions data with the aim of opting its workers out of workplace 

pensions, thereby saving Workchain the requirement to make pension contributions. 

 

 

 

Cont. 

 

 

 

https://www.lexology.com/contributors/hausfeld-llp
https://www.lexology.com/1069064/author/Sara_Berger/
https://www.lexology.com/1069064/author/Duran_Ross/
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The use of the Computer Misuse Act rather than the GDPR led to custodial sentences for Workplace’s 
directors.  
 
This should serve as a warning that, in addition to potential fines under the GDPR, the misuse of data can 
lead to custodial sentences. The Pensions Regulator’s actions may signal the start of a new approach with 
regulators using additional legal tools to combat the misuse of data rather than simply taking action 
under the GDPR. Whilst the Act and GDPR overlap in some respects, they apply to slightly different 
circumstances, thereby providing regulators with options depending on the facts of a case. In particular, 
the CMA  applies to unauthorised acts relating to computer systems regardless of whether personal data 
has been accessed, while the GDPR only applies to the misuse of personal data.  
 
Whilst fines under the GDPR may be seen as an unwanted cost or financial penalty, the potential 
application of criminal sanctions may cause companies to give second thought to making use of 
technologies in harvesting data without consent. 
 

References 
www.legislation.gov.uk/ukpga/1990/18/contents 
www.hausfeld.com/print/1493 

 

http://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.hausfeld.com/print/1493
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Information breaches and prosecutions 

By Fiona Lennox – Acting Information Governance Manager 

 

  
It is vital that information governance breaches are taken seriously. 

Although we have procedures in place to safeguard information, we 

are reliant on each individual to follow best practice when handling 

confidential data in their day-to-day jobs. The Information Governance 

team are here to answer any concerns or advice, however big or 

small. Always remember to raise a Datix when a breach has 

occurred.  

Do not get complacent with breaches, you may think it wasn’t a big 

deal that an email went to the wrong person, however this needs to 

be investigated, and if that email contained a spreadsheet with  

thousands of patient’s names in, that breach has just become a lot 

more serious.  

Actions and repercussions  

Working for the NHS does not give you the right to view records 

which you are not entitled to. You may have access to the Portal 

or CAD Online to aid you with specific tasks, however this does 

not give you the right to look at an incident when you have no 

reason to. If you are found accessing inappropriate records, this 

will be investigated by the Trust, the ICO and even the Police 

depending on the situation.  

If, and when, the Information Commissioners Office (ICO) 

investigate and find you (not the Trust) were at fault, not only 

could you face a fine, your name will be on the ICO website 

under their Action Taken page.  

https://ico.org.uk/action-weve-taken/enforcement/
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Redacted documents  

If the Trust supplies you or a member of the public with a redacted version of the document, if you try to 

manipulate or unredact this document, so you are able to see the entire document, this is considered a breach of 

the Data Protection Act 2018, under s.171.  

 

A case is being heard in the High Court regarding documents received from a subject access request, and the data 

subject manipulated the information sent. You can read the full article here. 

Remember, actual or suspected data losses should be reported to a manager immediately and logged on the 

DATIX system. There are specific incident codes in Datix which cover information losses: breach of  

confidentiality; loss of information (patient records); loss of information/data (all other records); and lost/

misplaced laptops and memory sticks. 

https://informationrightsandwrongs.com/2020/06/05/high-court-subject-access-breach-of-confidence-and-the-offence-of-reidentification/
https://ico.org.uk/action-weve-taken/enforcement/
https://ico.org.uk/action-weve-taken/enforcement/
https://ico.org.uk/action-weve-taken/enforcement/


13                                                                     

 

 
 

It can happen to you – protecting yourself and the 
organisation against social engineering scams 

 

By Clare Chambers – Head of Information management and Technology (IM&T) 

 

 ‘Social Engineering’ is a general term for a number 

of techniques criminals use to gain access to 

systems and data illegally. They tempt a person to 

do something that results in them unwittingly 

giving a criminal access to data. Many of these 

techniques are used via email, but not all. The 

most common techniques are covered in more 

detail below. 

Phishing 

Phishing emails are sent by fraudsters who often 

masquerade as someone trusted in order to obtain 

information from you e.g. your username and 

password.  

Some look like a genuine email that you would typically expect to receive. We block thousands of unsolicited 

emails every day but occasionally some do get through our filters as the people that send them continually 

attempt to evade the filtering system. 

In another form of phishing, known as spear phishing, the fraudster tries to target — or ‘spear’ — a specific 

person.  The criminal might track down the name and email of, say, a human resources person within a particular 

company.  The criminal then sends that person an email that appears to come from a high-level company 

executive.  

Baiting 

Baiting is exactly as it sounds. A person ‘takes the bait’ by being enticed to do something that results in the 

criminal gaining access to data. 

A cybercriminal might leave a USB stick, loaded with malware, in a place where the target will see it.  

In addition, the criminal might label the device in a compelling way — ‘Confidential’ or ‘Bonuses’.  

A target who takes the bait will pick up the device and plug it into a computer to see what’s on it. The malware 

will then automatically inject itself into the computer. 

Email hacking and contact spamming 

It’s in our nature to pay attention to messages from people we know. Some criminals try to take advantage of this 

by  commandeering email accounts and spamming account contact lists. The primary objectives include spreading 

malware and tricking people out of their data. 

If your friend sent you an email with the subject, “Check out this site I found, it’s totally cool,” you might not think 

twice  before opening it. By taking over someone’s email account, a fraudster can make those on the contact list 

believe they’re receiving email from someone they know.  
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Pretexting 

Pretexting is the use of an interesting pretext — or ploy — to capture someone’s attention. Once the story 

hooks the person, the fraudster tries to trick the would-be victim into providing something of value. 

You received an email, naming you as the beneficiary of a will. The email requests your personal information to 

prove you’re the actual beneficiary and to speed the transfer of your inheritance. Instead, you’re at risk of giving 

a con artist the ability not to add to your bank account, but to access and withdraw your funds. 

Quid pro quo 

This scam involves an exchange — I give you this, and you give me that. Fraudsters make the victim believe it’s a 

fair exchange, but that’s far from the case, as the cheat always comes out on top. 

A scammer may call a target, pretending to be an IT support technician. The victim might hand over the login 

credentials to their computer, thinking they’re receiving technical support in return. Instead, the scammer can 

now take control of the victim’s computer, loading it with malware or perhaps stealing personal information 

from the computer to commit identity theft.  

 Protecting yourself  

It can be easy to be duped into parting with important  

information by social engineering scams, but nearly all 

attacks can be detected. When asked to provide sensitive 

personal information about yourself, your computer,  

colleagues or patients, stop, think and check. 

 

The IT Department will NEVER ask you for your password. 

They also ask for further information from users before 

resetting passwords, for exactly this reason. 

Never click on a link or open an attachment that has been 

sent to you from an untrusted source, if it appears to come 

from someone you know check the email address is correct 

and if necessary confirm with the individual it is they that 

have sent it. Your account could be compromised if you  

respond to a phishing attempt or click on a link the email. 

Slow down. Social engineers often count on their targets to 

move quickly, without considering the possibility that a  

scammer may be behind the email, phone call, or face-to-

face request on which they’re acting. If you stop to think 

about what you've been asked and whether it makes sense 

or seems a bit fishy, you may be more likely to act in your 

own best interest — not the scammer’s. 

If it sounds too odd to be true… There’s a pretty good 

chance it’s a scam — and even if it’s not, better to be safe 

than sorry. 

Inform. If you receive a suspect email please forward it to 

‘Phishing Alerts’ ( phishing@eastamb.nhs.uk ), then simply  

delete the email from your mailbox. You can also prevent 

any further emails from that email address by adding the 

sender to your junk email list. Simply right click on the email 

and select ‘Junk’ then ‘’Block Sender’. 

Find out more  

You’re can read more about protecting yourself from 

scams by reading these articles on Need to Know:  

https://ntk.eastamb.nhs.uk/news/phishing-warning.htm 

 

https://ntk.eastamb.nhs.uk/news/be-vigilant-increase-in-

phishing-emails-prompts-warning.htm 

 

https://ntk.eastamb.nhs.uk/news/stay-alert-for-covid-19-

fraudulent-emails.htm 

 

https://ntk.eastamb.nhs.uk/news/fraud-alert-phishing-

police-service-email.htm 

 

https://ntk.eastamb.nhs.uk/news/how-to-avoid-phishing-e

-mails.htm 

 

https://ntk.eastamb.nhs.uk/news/what-are-

phishingemails.htm 

 

https://ntk.eastamb.nhs.uk/news/phishing-what-is-it-and-

how-can-we-avoid-it.htm 

https://ntk.eastamb.nhs.uk/news/phishing-warning.htm
https://ntk.eastamb.nhs.uk/news/be-vigilant-increase-in-phishing-emails-prompts-warning.htm
https://ntk.eastamb.nhs.uk/news/be-vigilant-increase-in-phishing-emails-prompts-warning.htm
https://ntk.eastamb.nhs.uk/news/stay-alert-for-covid-19-fraudulent-emails.htm
https://ntk.eastamb.nhs.uk/news/stay-alert-for-covid-19-fraudulent-emails.htm
https://ntk.eastamb.nhs.uk/news/fraud-alert-phishing-police-service-email.htm
https://ntk.eastamb.nhs.uk/news/fraud-alert-phishing-police-service-email.htm
https://ntk.eastamb.nhs.uk/news/how-to-avoid-phishing-e-mails.htm
https://ntk.eastamb.nhs.uk/news/how-to-avoid-phishing-e-mails.htm
https://ntk.eastamb.nhs.uk/news/what-are-phishingemails.htm
https://ntk.eastamb.nhs.uk/news/what-are-phishingemails.htm
https://ntk.eastamb.nhs.uk/news/phishing-what-is-it-and-how-can-we-avoid-it.htm
https://ntk.eastamb.nhs.uk/news/phishing-what-is-it-and-how-can-we-avoid-it.htm
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Video conferencing and data safety  

By Emma De Carteret – Head of Governance 

 

As many of us continue to work from home, office, or 
a different environment to what we are used to, we 
have all become more reliant on technology to keep 
us connected. As a Trust we have increased the 
amount we use Microsoft Teams considerably, we 
are now using the platform to hold team meetings, 
groups, and committee meetings and - most recently 
training sessions - to a wide audience.  

Within Teams there is an opportunity to record 

meetings. This has become a helpful tool to many 

minute takers. A recording of the meeting helps 

ensure important messages are not forgotten, and a 

correct account of the meeting is documented.  

However, before and during a recorded meeting or call, we all need to be ensure that:  

• If the video conference is recorded that is communicated clearly to the participants before the meeting 

starts, along with the specific purposes for which the recording will be used and shared.  

 

• If talking about a specific case, stop and think — does everyone need to know about this situation? 

Discussing personal identifiable information should not happen during business as usual meetings.  

Personal and confidential patient and/or staff information should be safeguarded and treated in the same 

way you would before the Trust began using virtual meetings and recording. If PID is discussed, please be 

aware that this recording should then be make accessible to the data subject, if the data subject makes a 

subject access request (SAR) this recording would be disclosable.  

 

• If you are using video call as well as audio,  you’ve given consideration to what may be seen in your 

background. Teams allows you to blur objects around you and keeps you in the main picture. 

 

• You’ve considered where you will store this recording. Is it in a secure area where the correct people have 

access to it? It should not be stored in an open SharePoint site or folder on the S drive.   

 

• You’ve considered how long you will keep the recording for. If the reason for recording is to aid minute 

taking, this recording should be deleted once minutes have been finally approved by the group. Groups/

Meetings/Committees Terms of References will be updated to reflect this guidance.  

 

And finally… 

What if the technology fails? Ensure written notes are also taken as a backup.  

If you would like to speak to the Information Governance Team or Data Protection Officer about  video 
conferencing, please contact informationgovernance@eastamb.nhs.uk or dpo@eastamb.nhs.uk 
 
References: 

COVID-19 Information Governance advice for staff working in health and care organisations 

Can employers record video call disciplinary & other employee meetings? 

mailto:informationgovernance@eastamb.nhs.uk
mailto:dpo@eastamb.nhs.uk
https://www.nhsx.nhs.uk/covid-19-response/data-and-information-governance/information-governance/covid-19-information-governance-advice-health-and-care-professionals/
https://www.lexology.com/library/detail.aspx?g=47c073ee-efec-460c-a57c-37b461802496&utm_source=Lexology+Daily+Newsfeed&utm_medium=HTML+email+-+Body+-+General+section&utm_campaign=Lexology+subscriber+daily+feed&utm_content=Lexology+Daily+Newsfeed+2020-06-29
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Data you hold - could you be forced to disclose it?  

By Fiona Lennox – Acting Information Governance Manager 

 

All emails and instant messages sent and 

received using Trust email accounts are 

potentially disclosable under the Data 

Protection Act and GDPR.  

All @eastamb email accounts are held and 

belong to the Trust. 

Personal identifiable information is available 

under the Data Protection Act 2018 (DPA) and 

General Data Protection Regulation (GDPR) as a 

Subject Access Request.  

 

Anyone can request access to their personal data held by any organisation under the Data Protection 

Act.  There is no charge for this, and an organisation must respond within 1 calendar month. 

Emails from your account could be released under a SAR to a data subject. The Trust only releases the 

data subject’s information, so your name and details would be redacted, however the information 

pertaining to the data subject would be released.  

As the Trust moves with technology, more information is accessible to the data subject.  

Teams messages and videos can also be disclosable under DPA and GDPR.  

Any details relating to another individual or that may identify another individual will be redacted 

before the information is released. 

Think about what you are putting in emails and chats. Does it really need to be said?  

Remember you are representing the Trust and anything you write could be disclosed.  
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What should I do if… ?  

By Fiona Lennox – Acting Information Governance Manager 
 
What should I do if I receive a request for information 
about the Trust? 
This request may be classed as a Freedom of Information 
request. Please forward the email to foi@eastamb.nhs.uk  

What should I do if I receive a request for information for 

personal information? E.g. from an employee/patient/GP 

This request is classed as a subject access request which the 

SARs team deal with. Please forward the request to: 

sars@eastamb.nhs.uk 

What should I do if I receive a request from the HCPC? 

HCPC requests are dealt with by the SARs team, please 

forward the request to sars@eastamb.nhs.uk 

What should I do if I lose a Patient Care Record? 

Patient Care Records (PCRs) hold a lot of sensitive data about the patient. If this is lost/misplaced a 

Datix needs to be raised and you should inform your manager. This is considered as an Information 

Governance breach and reaches the threshold to be reported to the Information Commissioners Office 

(ICO). 

What should I do if I have emailed personal information to the wrong person (e.g. sickness records 

to the wrong recipient)  

This is considered an IG breach and a Datix is required to be submitted as soon as this is identified.  

Depending on the information released, this may reach the threshold to be reported to the ICO. 

What should I do if I have just accepted a CAD Marker Flag in error? 

Please submit a Datix and include a screen shot of the incident, details of any detriment resulting from 

the error (e.g. delays or no detriment, if none has occurred), the names of all those involved (both 

patients and call handler) must be added to the People Affected section of the Datix record. Please 

ensure that you do not add any person identifiable information in the main description box. 

What should I do if I have a new project? 

Speak to the IG Team as soon as possible. Depending on the project, you may need to complete a Data 

Protection Impact Assessment (DPIA) which will need to approved by the Data Protection Officer 

(DPO). Your project may need to be presented to Information Governance Group for the Group to 

approve. 

What should I do if I want to share information with an outside organisation? 

Speak to the IG team as soon as possible as the team can check if an Information Sharing Agreement 

(ISA) is in place with the organisation and EEAST. If there is not an ISA in place, one will have to be 

drafted and approved by the Caldicott Guardian and/or the DPO. 

mailto:foi@eastamb.nhs.uk
mailto:sars@eastamb.nhs.uk
mailto:sars@eastamb.nhs.uk
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Reporting IG breaches on Datix 

By Emma Sears – Legal Services Manager/DPO  

Since Datix went online in 2010 , the Trust has been using it  as an incident reporting system.  

We all know what DATIX is, and most of us have raised an incident on there at one time or another.  

From 1st April 2019 – 31st March 2020, 13,004 incidents were reported on DATIX, from lost ID cards and  

equipment defects to clinical issues. Across the Trust we have really improved the reporting of these 

types of incidents, but we still have work to do to identify and report information governance 

incidents. 

Of the incidents reported in 2019-2020, 186 were 

related to information governance and the table 

above shows the types of incidents reported.  

A number of these were raised to the Information 

Governance Team by the person affected rather 

than the department responsible for the breach. 

We need incidents to be  raised the day it happens, so that a swift investigation can take place.  Just 

as you would report a faulty chair or medical equipment, we want you to report information 

governance issues on DATIX. 

 

 

 

 

 

When should I report an incident from an IG 

 perspective?  

•  If your password is compromised or you  

 become aware of passwords being shared 

• Use of another employee’s computer if they 

have left it unlocked  

• Personal data shared with the wrong person 

e.g. OH file sent to incorrect manager 

• Information not used for the correct purpose 

e.g. telephone number used for personal rea-

sons 

• Viewing records that are not essential to your 

role (e.g. on the CAD, PCR, GRS) 

• Emails sent to incorrect employee with same 

name 

• Loss of papers that contain personal  

identifiable details 

• Incorrectly selected CAD risk/clinical markers 

• Someone remotely accesses your computer  

without your knowledge 

Why is it so important to report? 

By reporting and investigating these incidents as soon 

as possible we can take immediate action to stop it 

happening again — we need your help to do this! 

 

The Trust also has to report high-level incidents to the 

Information Commissioner’s Office and notify anyone 

who may have been affected by the breach.  

For more information please contact: informationgov-
ernance@eastamb.nhs.uk 
 

How to report an incident on DATIX:  

Use the link on  EAST 24 or call SPOC on 0345 602 

6856 

IG Incidents reported 2019-20  

Data Protection breaches 
  

149 

Information Governance/ Confidentiality 
issues 

37 

mailto:informationgovernance@eastamb.nhs.uk
mailto:informationgovernance@eastamb.nhs.uk
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Patient information during COVID-19  

By Fiona Lennox – Acting Information Governance Manager 

 
During the COVID-19 emergency, the Trust is required to provide healthcare providers with information 
regarding COVID-19 attendances and patients. NHS England and NHS Improvement have been given a legal 
Control of Patient Informatiion (COPI) Notice, to support the processing and sharing of information to help the 
COVID-19 response and this notice also applies to the Trust. 

 

The COPI Notice sets out temporary measures to help improve communication between health and social care 

during this period and allows for information to be processed which is required for a COVID-19 purposes, 

including: 

• Understanding COVID-19 and risks to public health 

• Understanding the trends in COVID-19  

• Controlling and preventing the spread of COVID-19 

• Identifying and understanding information about patients with or at risk of COVID-19 

• Information about incidents of patient exposure to COVID-19  

• The management of patients with — or at risk of  — COVID-19, which includes locating and contacting 

patients and providing services in relation to testing, diagnosis, self-isolation, fitness to work, treatment, 

medical and social interventions and recovery from COVID-19 

• understanding information about patient access to health services and adult social care services and the 

need for wider care of patients and vulnerable groups as a direct or indirect result of COVID-19 and the 

availability and capacity of those services or that care 

• monitoring and managing the response to COVID-19 by health and social care bodies and the 

Government  

• Providing information to the public about COVID-19 and its effectiveness  

• Information about capacity, medicines, equipment, supplies, services and the workforce within the 

health services and adult social care services 

• delivering services to patients, clinicians, the health services and adult social care services workforce and 

the public about and in connection with COVID-19.  

 

The Trust has policies and procedures in place to ensure we continue to comply with The Data Protection Act 

2018 and the General Data Protection Regulation (GDPR) - while releasing data even in compliance with this 

legal notice.   

 

All information being released outside of the Trust is documented, so there is an audit trail and statistics 

available when required.  

 

What do you need to do? 

• Any requests for information should be sent through to SARs@eastamb.nhs.uk 

• If you have any  queries please send to informationgovernance@eastamb.nhs.uk and one of the team 

will be able to help. 

• Datix any Information Governance breaches as soon as they happen or when you become aware of the 

incident. 

mailto:SARs@eastamb.nhs.uk
mailto:informationgovernance@eastamb.nhs.uk
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Data breaches within EEAST and their consequences 
By Dean Ayres—GDPR Implementation Project Lead; Sam Kerr—IG Assurance Officer  and  Fiona Lennox
– Acting Information Governance Manager 

Data protection laws apply equally to all organisations, and all organisation have some dealings with staff 

or client data that is sensitive. However, in trusts such as ours which routinely deal with the medical and 

other personal details of members of the public, the potential for breaches—and the most serious kinds 

of breaches — to happen are much higher. The following pages outline some of the more common data 

breaches we experience within the Trust—and their consequences. 

Accessing information without authority 

It is often falsely believed that if you have been given access to a database such as the CAD or Datix, you 

have the authority to look up any data on that system. This is not the case, just because one has access to 

a record, file or document does not mean that one is authorised to access that record, file or document. 

The Computer Misuse Act 1990 is very clear on this: 

if a computer (including a smartphone) is used to access any program that holds any data that the 

individual knows they have no authority to access—an offence has been committed.   

The authority to access data may be a direct request from a line manager (who may be asked to explain 

their rationale for taking such action). It may be required as part of a job role, as in an investigator or a 

member of the HR Team, it may be as part of a clinical assessment or review or for the direct care of a 

patient.  

In each case one should be able to explain the rationale for accessing the data, why the access was 

required, what actions have been taken as a result of the access. Saying ‘I was interested’, or ‘I wanted 

to see what had happened’ is not a defence. 

Unfortunately this type of incident does occur within the Trust, and is  treated very seriously, leading to 

disciplinary actions which can lead to sanctions or termination of employment.  

In some cases,  information from the  investigation is supplied to the Information Commissioners Office 

and/or the police for the consideration of prosecution.   

Including sensitive details in anonymous data fields 

There are several information fields (spaces in online or software forms) within Trust systems that must 

be kept anonymous.  Specially, there are three  fields within the Datix system which must not contain any 

person identifiable information: 

• Description 

• Lessons Learnt/Feedback  

• Actions Taken 

These are marked in bold red font.  Sensitive details should not be included in these fields as data in these 

fields is sent to staff via notification emails. The contents are also included within reports, which may be 

shared externally.   

Adding identifiable information (names, addresses – including email, payroll numbers, telephone 

numbers etc.) in these fields is classed as a breach of the Data Protection Act.  
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There is a separate section within Datix for recording people involved, and person-identifiable details 

should be recorded there. 

The Trust also receives reports where additional details have been inappropriately entered into data 

fields which can contain personal information. In some circumstances the inclusion of a name along with 

a description breaches their personal information privacy (e.g. staff member leaves for health-related 

issue, which is specified within the description) and is viewable by their colleagues.  

In both circumstances the wording used should be carefully considered and the information checked 

before pressing submit/saving. 

 

Accidental email disclosures 
Considering how heavily email is used, the amount of personal and special category (formerly known as 

sensitive) information the Trust’s processes, it is not surprising that the Trust regularly reports a 

significant amount of data protection breaches relating to accidental unauthorised  email disclosures.  

One UK report revealed that nearly one fifth of personal data breaches reported to the Information 

Commissioner’s Office (ICO) related to accidental disclosures made via email. 

However, accidental unauthorised disclosure of personal and/or special category information (such as 

occupation health reports, HR forms, patient attendance information, salary details etc) can result in 

stress and embarrassment for the individual(s) affected.  

 

The Trust may be issued with a significant fine from the ICO. They may also result in personal implications 

for the sender of the email, if Trust policies and procedures have not been followed. 

The two main factors that contribute to these breaches are: 

• Human error - working under pressure, working at speed, multiple distractions, too many 

documents open at once etc. 

• Lack of awareness – there is a formal procedure/guidance on how to securely release this type of 

information (e.g. via the Freedom of Information (FOI), Subject Access Request (SAR) or 

Safeguarding teams) which the sender is unaware of. 

Human error will always be a risk when handling data but there are steps we can take to reduce this:  

• Always double check the recipients and attachments before pressing send. 

• Limit information - do you need to press forward or include the attachment?  

Will a summary suffice, or would a phone call be more appropriate? 

• Know and follow the correct processes and procedures for releasing information – are you the right 

person to be releasing this information? Is there a formal policy/procedure/guidance on releasing 

this information? 

• Ensure that you are compliant with your Mandatory Information Governance Training. 

Regular post and parcels 
The Trust still receives large quantities of post at our main sites for delivery to individuals and 

departments. To ensure items are dealt with appropriately, those designated by the Trust to handle the 

post may need to open an item to check details and contents.  Contents may be viewed to ensure that the 
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Common IG breaches within EEAST 

The Team receive reports of the following incidents on a regular basis. These can be trivial errors (such as 

losing a piece of paper), but can have significant impact on the individuals whose data they represent, the 

staff members that make the error, and also the trust. 

item will be delivered to the correct end point, for security reasons, or to ensure that we can find the 

location of the addressee.   

To avoid the unnecessary opening and viewing of sensitive materials,  ensure that anyone sending such 

materials through the post has a full and accurate address for you, and that materials are marked 

‘Confidential’. 

In some cases, members of staff  have used a Trust address to receive non-Trust related post. 

Whilst the Trust has not put measures in place  to prevent this, the Trust will regard all post delivered to 

its premises as Trust post.  This means it  may be opened and any personal information viewed by our 

BBC:%20https://www.bbc.co.uk/news/uk-england-suffolk-51735975
http://www.ico.org.uk
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Thank you for reading CQM 

 

We're open about sharing learning, so please feel free to pass the 

link to this edition to any colleagues in healthcare. 

The next edition of CQM will be out in Autumn 2020!  

 

If you have an idea for an article, 

please email communications@eastamb.nhs.uk 

mailto:communications@eastamb.nhs.uk

